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27 February 2014 
GCHQ OPTIC NERVE 



Britain's surveillance agency GCHQ , with aid from the US National Security Agency, intercepted and stored 
the webcam images of millions of internet users not suspected of wrongdoing, secret documents reveal. 

GCHQ files dating between 2008 and 2010 explicitly state that a surveillance program codenamed Optic 
Nerve collected still images of Yahoo webcam chats in bulk and saved them to agency databases, 
regardless of whether individual users were an intelligence target or not. 

In one six-month period in 2008 alone, the agency collected webcam imagery - including substantial 
quantities of sexually explicit communications - from more than 1.8 million Yahoo user accounts globally. 



SECRET STRAP! 



Reference: B/7199B A/50D1/5/1 \4 

Date: December 
Copy no: 

Lfaucd by: Blfi, GCHQ 



OPTIC NERVE - Yahoo Webcam display and target discovery 




Summary 

A report on the development of OPTIC NERVE - a wnh interface tn display YaJicv> Webcam 
jjjjjvj^'s AiLrupLtHl Eruii] umsutacktl iiDltrcupl an J u, B-ysltfiu for proporljocLuilt targul djlsuuiYury 



Metadata: 

■ Al the moment OPTIC NERVE'S data supply (run by B13) does not select but 
simply collects in bulk, and as a triad e -off Only collects ah image every 5 minutes. 
It would be helpful to incorporate selection gnd collect images at a faster rate 
(all?) for targets. CS to find out from B1 3- if this is feasible. 



27. UjikirluiNUuly. ihvn v,rv iissura with uittkairablc Linwges Vrilhih the data.. It would u^pi-Mr 
t h-Hl a SLLrfiriiiiiiK nimibor of pcoplfi nlw webcam ronvcraat Lniui to show Intimato parfcH of their 
body to the otter person- Also, the fact that rite Yahoo soft ware Allows j«ot^ thm owe person 
Ui in*™ it wlhNKik Hfri'rUTi without runt warily Nrru ling ft ni'L|3rm'4*J nftrri mean* thnt it - upprurx 
rfiuraLimeH tit t>f! ua^d for hiwiA'iLhJ jiormT^raiphy. 

28, A survey was conducted, taking a single image from each of 323 user id*. 23 (7.1%] of 
ihdw im-ii^es i. h n j H . i i 1 1 ■: ■ ■: J i lch hisirnl hit" [mriity. Pncscn tluK w van lil&t thfti Hit 1 tntr proportHH] of 
undesirable imAges tit Yahoo webcam is. 7,1% ±3,7% v.ith H^nriileno? 95%. 



[edit! Potentially Undesirable Images 



We use face detection to try to censor material which may be 
offensive but this does not work perfectly so you should read 
the following before using OPTIC NERVE: 

• It is possible to handle and display undesirable images. 
There is no perfect ability to censor material which may 
be offensive. Users who may feel uncomfortable about 
such material art advised not to open them, 

• You are reminded that under GCHQ's offensive material 
policy , the dissemination of offensive material is a 
disciplinary offence, 

• Retrieval of or reference to such material should be 
avoided; see IB 150 for guidance on dealing with 
offensive material 



The Optic Nerve documentation shows legalities were being considered as new capabilities were being 
developed. Discussing adding automated facial matching, for example, analysts agreed to testa system 
before firming up its legal status for everyday use. 

"Itwas agreed thatthe legalities of such a capability would be considered once it had been developed, but 
that the general principle applied would be that if the accuracy of the algorithm was such that itwas useful to 
the analyst (ie, the number of spurious results was low, then itwas likely to be proportionate)," the 2008 
document reads. 

The document continues: "This is allowed for research purposes but at the point where the results are 
shown to analysts for operational use, the proportionality and legality questions must be more carefully 
considered." 





